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• Curriculum designed based on the Socio-Emotional Learning Theory (SEL).
• SEL identifies fundamental, basic skills, and developmental processes needed for healthy 

development including:
• Self-awareness and management
• Responsible decision making
• Understanding others
• Relationship and communication skills
• Handling responsibilities and challenges

• SEL theory teaches youth to control their impulses and think about risks and consequences 
resulting in more responsible choices.

• REAL life situations that students will encounter-“from kids through kids to kids” narrative 
approach.



• 10 core lessons arranged in a scaffolding process, starting with the basics about 
responsibility, and decision making. Then building on each other allowing students to 
develop their own responses to REAL life situations. 

• New theme of making “Safe and Responsible Choices”. 

• Using D.A.R.E Decision Making Model and applying to REAL life situations. 

• Help students learn to communicate more effectively, and develop stronger relationships 
with peers, family, and authority figures. 



Define
Assess
Respond
Evaluate



• Aligned with National Common Core Standards to provide a framework for core instruction 
in today’s classrooms.

• The 10 lessons are aligned with National Common Core 5th grade standards since 5th grade 
students are the usual grade level for the introduction of the D.A.R.E. curricula. Standards 
are noted on www.corestandards.org.

• Curriculum meets multiple National Core Standards in the areas of Reading (Literature, 
Informational Text, and Foundational Skills), Writing, Speaking, and Listening.

http://www.corestandards.org/


• It is important to remember D.A.R.E. is 
not the automatic “fix all” to any 
children/young adult issues (i.e. similar to 
driver’s education).

• Involves a partnership with parents, 
teachers, and law enforcement to help 
students progress into safe, and 
responsible citizens.



• Liaison for the City of Eyota and School 
Resource Officer.

• Working with the community to solve 
issues and create engagement between 
OCSO and the Eyota area.

• Handle traffic complaints, parking 
concerns and general ordinance 
violations.







Register your party!

August 6th, 2024



• Average of about 4 LE 
calls a day.

• Proactivity is the goal.

• Approximately 58% of calls 
were Deputy initiated.









RARE
- Alcohol (higher frequency outside 
of school)

- Prescription pills

 - Meth

 - Over the counter meds 

 (cough syrup)





• Vaping is the act of inhaling and exhaling the aerosol, often referred to as 
vapor, which is produced by an e-cigarette or similar device.

• The term is used because e-cigarettes do not produce tobacco smoke, but 
rather an aerosol, often mistaken for water vapor, that actually consists of fine 
particles.

• Many of these particles contain varying amounts of toxic chemicals, which 
have been linked to cancer, as well as respiratory and heart disease.



Vaping Is Still Bad for Your Health
Made up of nicotine, glycerol and propylene glycol, benzoic acid, and flavorants — and is inserted 
into the end of the e-cigarette device.

Electronic Cigarettes Are Just as Addictive as Traditional Ones.
Nicotine is the primary agent in both regular cigarettes and e-cigarettes, and it is highly addictive.

A New Generation Is Getting Hooked on Nicotine.
In 2015, the U.S. surgeon general reported that e-cigarette use among high school students had 
increased by 900 percent, and 40 percent of young e-cigarette users had never smoked regular 
tobacco.

In Minnesota, Vaping/E-Cigarette use/possession is ILLEGAL for persons under 21 years old.









Marijuana is the most commonly used drug. It has restricted legal use in some states and countries, and it 
can be used for recreational or medical treatment. Most of its effects include:

• Altered senses and perceptions, especially to time.
• Mood changes.
• Changes in coordination and movement, which are often slowed.
• Altered thought processes, problem-solving abilities, and marked short term memory impairment.
• Dizziness, lightheadedness, or a loss of coordination.
• Lack of inhibition, which may make the student suddenly more social with others, impulsive behaviors, 

or possible inappropriate behaviors.
• An obvious sense of relaxation and calmness that may not be typical.
• Coughing from throat and lung irritation.
• Changes in appetite, which can be a decrease, but most often is a marked increase referred to as the 

“munchies”



SLANG: Bars, Bicycle Handle Bars, Black Out Boys, Benzos, 
Footballs, Hulk, Ladders, Planks, School Bus, Sticks, Xanies, 
Zanbars, Zannies, Z-Bars.



The effects of depressants such as Xanax are largely the same regardless of 
the drug taken:

• Sleepiness or lethargy that may be mistaken as laziness or tiredness.
• Slurred or nonsensical speech.
• Slowed or labored breathing and a slowed pulse rate.
• Lack of coordination or muscle control, which can lead to a difficulty 

walking or moving normally and muscle weakness.
• Dizziness, lightheadedness, confusion, dulled senses, and a reduced 

reaction time.



Products/clothing may have false bottoms, sewn in pockets, etc.





Designed to imitate real products in order to conceal/hide controlled substances or other items.











• Law Enforcement notified
• Parents notified
• Student is ticketed and/or arrested (ADC or JDC)
• Court

- Probation
- Diversion Program
- Community Service
- Monetary Fine
- Conviction Record



Detective Sean Cooper



Teenage Alcohol and Chemical Use: Numbers have been staying 
consistent over the years for underage drinking/driving, however we 
are seeing an increase in cases involving marijuana and 
prescription medications.







In 2022 Olmsted County Seized approximately 201 pounds of Methamphetamine. 











Fentanyl is now involved in 
92% of all opioid-involved 
deaths and 62% of all 
overdose deaths in 
Minnesota, according to 
preliminary 2022 data. 
Opioid-involved deaths 
increased 3% (977 to 1002 
deaths) from 2021 to 2022, 
according to preliminary 
data.







MARIJUANA (FLOWER), OIL, EDIBLES , VAPES 



• $50 to $60 a Gram
• Value of $5000 to $5800
• THC Content as high as 90% or greater
• Effects include problems w memory, 

learning, difficulty in thinking, loss of 
coordination

• It only takes a “DAB”









• The Olmsted County Sheriff’s 
Office has a permanent 
Prescription Drug Collection Box 
in the vestibule of the Adult 
Detention Center at the 
Government Center. 

• The drop box is accessible 24 
hours a day, 365 days a year.







Marijuana Ounce/ 28 grams $ 200.00 to 250.00

Wax 1 gram $50.00 to $60.00

Vape Cartridges 1 Cartridge $40.00 to $70.00 

Cocaine 1 gram powder $100.00 to $115.00

Crack-Cocaine 1 gram rock $150.00 to $175.00

Methamphetamine 1 gram – crystal $60.00 to $75.00

Fentanyl  1 gram $80.00 to $150.00

Heroin 1 gram $120.00 to $150.00

Fentanyl Pills (Counterfeit) 30 mg pill $5-$80 per pill

PRICING FOR DRUGS IN THIS AREA









Detective Chad Winters





Presenter
Presentation Notes
(Introduce yourself.)

------------
Slide:

Internet Safety: Parents, Guardians, and Communities
Created by NetSmartz, a program of the National Center for Missing & Exploited Children
------------

Facilitator Notes:

Note: this presentation hopes to provide participants with helpful information,  prevention tools to protect their children and share best practices to respond to their child if something happens. We are humans, and we are all doing our best, so do not feel bad if you do not react the way you want. The most important thing is that we support and protect our children. 

This presentation is flexible to accommodate different barriers faced by participants, such as time constraints and learning retention. You can present on one topic or two at a time or facilitate the entire presentation in one session. Because of that, some language used throughout the presentation will sound repetitive; this is intentional so that participants walk away with the learning objectives. You can cut some of that repetitive language if you facilitate the entire presentation in one session. 

Goals and Topics for the presentation:
Open and support continuing conversations about healthy relationships, accurate information and red flags
Helping adults to aid children in developing critical skills such as empathy, critical thinking, problem-solving, rejection skills, reaching out for help
How to report
Being a trusted adult
Being an upstander
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Slide:

NetSmartz: Online safety program for children and families in grades K-12. 
Empower children to report unsafe behaviors or victimization
Engage children to take an active role in solving problems safely
Encourage children and adults in two-way conversations about safety and risky behaviors
------------

Facilitator Notes:
This presentation was created by the National Center for Missing and Exploited Children. The National Center's mission is to:
Find missing children 
Reduce child sexual exploitation
Prevent future victimization

NetSmartz is a safety program that:
Teaches children ages 5 to 17 about how to make better choices online and become responsible digital citizens.
Guides parents in protecting their children online.
Offers a variety of free resources, including games, videos, classroom lessons and presentations like this one.

You can find these resources at MissingKids.org/NetSmartz and more about all of the National Center's prevention programs at MissingKids.org/Education

NetSmartz is here to help you as you establish this open relationship with your child. On MissingKids.org/NetSmartz you’ll find resources including:
Discussion starters
Information about the issues
Tip sheets
Videos
 
I encourage you to visit the site often as your child grows and as new materials become available.
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What do your children do online?
------------

Key Points:

So what are your kids currently interested in online?
What do your children do online? (activity)
It is important to get familiar and learn about apps, games, websites, and their privacy settings but
The best way to protect your child is to 
have meaningful, open, and continuous conversations that teach them and help them develop: 
critical thinking 
rejection (how to be comfortable saying and hearing ‘no’), 
social, emotional, and behavioral skills
these skills will help them make
good choices, 
build problem-solving abilities, and 
develop healthy relationships
------------

Facilitator Notes:
(What do your children do online? - Pause for audience response. If you need to prompt the audience, use the questions below. Take note of their answers and tailor your presentation to their children’s current interests.)

Additional Activity Depending on Time:
How many of your children like to: (pick one or two options)
Use social media sites and apps like Facebook, Twitter, Instagram, TikTok,  Kik or Yik Yak?
Text or play games on your cell phone or their own phones?
Use Google to help with their homework?
Play computer games or games on a PlayStation or Nintendo 3DS?
Play in a virtual world like Minecraft or Roblox?
Download music?
Watch videos on YouTube?
Download apps from the App Store or Google Play?

Today we are not going to go through every website and app your child might be using. Although it is important to get familiar with and learn about those apps, that alone will not keep your child safe from every risk because they can still get exposed to those risks through other ways, like using a friend's phone. The reality is that the internet is part of our lives, and we can't keep our children isolated from it. Children are developing social skills and meaningful relationships online and offline, and it is our job to help them navigate the online world as we do offline. Thorn's data shows that 1 in 3 youth people, their closest friendships formed online. The best way to protect your child is to have meaningful, open and continuous conversations that teach them and help them develop critical thinking as well as rejection  (how to say no to unwanted solicitations), social, and behavioral skills. These skills will help them make good choices, build problem-solving abilities, and develop healthy relationships.
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Online

------------

Facilitator Notes:

Throughout this presentation, we’re going to talk about ways you can protect your children online no matter how they access the Internet.

Kids go online from:
School computers.
Friends’ computers.
Laptops and tablets.
Cell phones.
MP3 players like the iPod Touch.
E-readers like the Nook and Kindle.
Game consoles and handheld gaming devices from Nintendo, PlayStation and Xbox to name a few.

Technology changes all the time, and kids are constantly finding the newest websites, apps and gadgets. It’s up to you to teach them the basic rules of Internet safety so they can use all of these responsibly.

Help participants make the connection that social media, online games, computers, cell phones, and the offline word are all interconnected, and we should not think of them as separate issues. 
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Technology can’t catch everything, so communicate
------------

Key Points: 
Start conversations about safety as early as possible, even before children go online, about:
boundaries, 
healthy relationships, 
empathy, 
consent, 
rejection, and 
healthy development
Ask questions: (see Facilitator Notes for more questions)
What’s your favorite app? And why? 
Who do you talk to when you play games? How do you know them?
What are the games about? ask them to teach you how to play
Kids need to know that they can trust you, that you are a source of information for them
We must understand that for kids, the online and offline world are interconnected and equally important for their social and emotional development 
Be honest and tell them that even though you might get upset, your main goal is to protect them and help them

Next, I am going to play a TikTok from the NoFiltr campaign

------------------------

Facilitator Notes 

Throughout this presentation, you will hear that the most important prevention tool is to have open and continuous communication with your children, and we are going to learn ways to have productive conversations. Start conversations about safety as early as possible, even before children go online. Having open and ongoing discussions about boundaries, healthy relationships, empathy, consent, rejection, and healthy development will create a solid foundation between you and your child so that when you have to have more difficult conversations, you and your child will be able to have meaningful discussions because you both have been practicing these skills throughout the years and by asking about their interests. 

Ask them questions like:
What’s your favorite app? And why? 
Who do you talk to when you play games? How do you know them?
What kinds of pictures do you like to post?
What are the games about? ask them to teach you how to play 
What things do they like and do not like about the games?
How do they feel after playing/ being on social media? Do they feel happy after? 
How do they know their friends on the game/social media?
What do they talk about? 

Conversations must be continuous with genuine curiosity to strengthen your relationship with your child. You will ask those questions about their offline activities and friends, so let's do the same thing about their online interactions. We must understand that for kids, the online and offline word are interconnected and equally important for their social and emotional development. 

Have these conversations with them regularly, so they know you're available and have an open mind. Kids need to know that they can trust you, that you are a source of information for them, and that you won't stop them from going online if something happens. You may not be able to protect them from everything, but you can teach them how to make responsible choices when they encounter a problem.

Most importantly, let them know you are here to help no matter what. Be honest and tell them that even though you might get upset, your main priority is to protect them and help them. Emphasize that it is the adult's responsibility to protect, teach, and empower children, not the child's responsibility.

Next, I am going to play a TikTok from the NoFiltr campaign. They are a nonprofit that their work is to empower young people with resources to safely navigate sexual exploration and risky encounters in their connected world. They have done a fantastic job talking to children and parents about online issues. 
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Kids want to hear about these topics from parents and caregivers.
------------

Key Points:
Children want to hear about these issues from parents, caregivers, educators
We are the ones shying away from these conversations 
Leaving them to figure out on their own 
By talking to them, we can provide accurate information and share our values and beliefs and learn about theirs 
Acknowledge how hard it is to have  these conversations 

-------------------

Facilitator Notes:

In this TikTok conversation between a mom and her son, we can see that the teen expressed that children want caregivers to talk to them about safety and risk.

Children want to hear about these issues from you, (parents and educators). We, adults, are the ones that shy away from these conversations, leaving them to figure out these complex issues on their own and guess what? As the teen in this video says, “If you are not providing that information, they are going to have some problems online.” they are going to look for the information someplace else. If you do not talk to them, they will look for the answers somewhere else, and we miss an important opportunity to provide accurate information and share our beliefs. 

Many of us struggle to have these conversations with our children. I know it is not easy, sometimes we do not know what to say or how to start these conversations. 

I hope that throughout this presentation, you can find ways that work for your family. 

The good news is that the skills you learn here will apply to online and offline safety.

(Click next to play video)
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Online Risk
Inappropriate Content
Online Privacy
Online Enticement
Sexting
Sextortion
Cyberbullying

-------------------

Facilitator Notes:
The good news is that most children are not getting into trouble online, but there are still risks to consider. The issues we’re going to discuss today are not specific to just one device or website. No matter what your children like to do online, they face the following issues:
Inappropriate content
Online privacy
Online Enticement
Sexting
Sextortion
Cyberbullying 

You may think you don’t have to worry about cyberbullying because you have a younger child, or that your teenager already knows not to respond to inappropriate messages. But these topics are relevant to every child at some point. Today’s presentation will help you talk about them in a way that’s appropriate for your child’s age.
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Talk about the risks at every age

Younger Children
Netiquette
Looking at inappropriate content
Pop-ups/passwords
Not trusting everyone you meet online

Tweens & Teens
Cyberbullying
Sexting
Posting personal/inappropriate information
Meeting offline

------------

Key Points:

Start conversations when they are young about netiquette 
When tweens talk about not posting reveling pictures. This will help you set a foundation for when you have to talk about sexting when they become teenagers
Talk about not trusting everyone they meet
Use example of car safety > car seat > car seat belt> driving

---------------

Facilitator Notes

This chart shows how you can talk to your children about the online risks in an age-appropriate way.

For example:
You should start talking about online manners, or “netiquette,” with your youngest children so they have a good foundation for later lessons about issues like cyberbullying.
You can start talking to your tweens about not posting revealing pictures and evolve into frank discussions about sexting when they become teenagers.
You can talk to young children about not trusting everyone they meet online. By the time they’re teens, they’ll be ready to discuss the risks of meeting offline.

Remember that the skills your child needs to practice safe behaviors online are skills built over time. Think about how we prepare children to ride in cars safely. We start by using car seats and then buckling them into car seats. As they grow into toddlers and preschoolers, we still buckle them in, but we begin to talk about WHY they need to be buckled in, and we allow them to help us keep them safe by climbing into their own seats, helping with the buckles when they are able to do so themselves. We require compliance - we don't drive unless they are buckled, and we stop the car if they unbuckle themselves. We have these conversations many times over the years. We work with other adults to make sure they also require compliance. Eventually, when our children are in cars without us, they have learned to wear their seatbelts through years of practice and having that expectation set and enforced. When they start driving on their own, we also talk about requiring passengers to wear seatbelts. We don't start talking to them about wearing a seatbelt at 16. The same is true online - from the very beginning of a child's access to anything online, parents need to talk to children in an age-appropriate way about safe behavior online. These conversations must be regular and active at all ages. 

The information you learn in this presentation will help prepare you for these discussions.
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Why start conversations when they are young
Build a strong relationship foundation
Develop trust between you and your child 
Be more comfortable talking about uncomfortable topics 
Help develop your child's critical thinking and problem-solving skills
Support your child's development of resiliency 

These conversations will help your child stay safe online and offline.

------------

Key Points:

Using specific examples 
Teachable moments (these can be about online or offline) 
Start with minor risk examples and develop conversations into more complex 
Have these conversations when doing daily activities 
Allow your children to come up with their solutions. Share your opinions and values and, most importantly, compromise.

Note: these conversations are interconnected and will help you address issues of online safety, abuse, bullying as well as offline 

--------------

Facilitator Notes:

As we mentioned in the previous slides, we need to have continuous open conversations with our children and start these conversations when they are young. Using specific examples and daily life teachable moments that start with minor risks/incidents in these discussions will help you develop important skills that will make it easier for you and your child to discuss more complex issues. 

So, let's start talking to our children about uncomfortable interactions online with specific examples and questions.

Specific Example: 
Have you received a comment, post, picture, video, or chat from someone that made you feel unconformable?
Have any of your friends behavior online or offline has make you or others feel uncomfortable?

If so. (Pick two questions to share with the participants)
What did you do? 
Do you still talk to that friend that...?
Did you comment on that post?
Why do you think that made you feel uncomfortable?
What about it made you feel uncomfortable?
What are some ways you could help solve this?
What are some things you could do to avoid, help, or solve this situation if it happens again?

Allow your children to come up with their own solutions and ask why and how. Share your opinions and values and, most importantly, look for a compromised solution. When children propose and think of solutions on their own it is easier for them to remember and practice them.

Other examples: (pick the first two and if time allows you can do the other ones)
Teachable moments: 
What would you do if you received a new friend request from someone "your age"?
What makes you think that this friend is actually your age? What are some ways to verify that the person in the profile is actually who they say they are?
What would you do if this friend online, that you do not know in person, asked you for a private pic of the outfit you were wearing this weekend?
What if your friend ask/send you for a picture of your private parts? What would you do?
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Inappropriate Content
Pornography
Excessive violence
Hate speech
Risky or illegal behaviors

--------------

Facilitator Notes:

Let’s start by discussing the inappropriate things your child may encounter online. The internet opens up an entire world of information and images, some of which you don’t want your children to see. On the internet, your child might come across content that features: 
Pornography
Excessive violence
Hate speech
Risky or illegal behaviors
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Be a trusted adult 
Listen without judgment or shame
Help and take action
Remain calm when a child reaches out
Respect their boundaries
Help them identify other trusted adults they can reach out to
Be kind to yourself; it is ok to have strong emotions, but try to remain calm

------------

Key Points:

A trusted/safe adult is:
Someone who listens without judgment or shame, 
Someone who will help and takes action (such as making a report, blocking content, or simply listening), 
Someone who will remain calm when a child reaches out for help with a problem (online and offline). 
Sometimes, kids want to talk to about their problems even if they think they are going to get in trouble; therefore, it is important to be calm 
Help them identify another trusted adults that they can talk to if they do not feel comfortable talking to the other trusted adults (and because some kids do not have trusted adults at home)
Being a trusted adult requires practice and effort. It is important to learn these qualities and to always exercise them so that children know that if something happens, they can come to you. 

Having strong emotions is a normal reaction:
However, if something happens and our child discloses to us that something happened online, feeling angry, confused, fearful, or even mad at your child are normal emotions, and you should not feel bad about those feelings. BUT the most important thing is to try to remain calm.

------------

Facilitator Notes:

Before we go into the next slide and talk about what we can do to help our children let’s talk about what it is to be a trusted adult. 

A trusted adult is:
Someone who listens without judgment or shame, 
Someone who will help and take action (such as making a report, blocking content, or simply listening), 
Someone who will remain calm when a child reaches out for help with a problem (online and offline). 

A trusted adult helps children to identify other adults in their life that fit these characteristics. This will look different for each child based on who they are comfortable/ safe reaching out to. 
Sometimes children may not feel comfortable talking to their parents even though they trust them. In this case, Let your kids know they can always talk to you but help them identify two other trusted adults they can talk to if they feel embarrassed, scared, or guilty talking to you. Sometimes children do not have safe and trusted adults in their lives. In this case, we should research and figure out if a teacher, counselor, principal, or nurse can be that adult. 

Remind children that:
Even when they may get in some trouble with you about something, your priority number one is to help them   
That you are always here to help them and that they should not go through issues or problems on their own  

It is important to be kind to ourselves. If your child discloses that something happened, feeling angry, confused, fearful, and even mad at your child are normal emotions, you should not feel bad or guilty for having those feelings. However, try to stay calm; otherwise, your child may feel shot down and may not confide in you anymore. 

Being a trusted adult requires practice and effort. it is important to learn these qualities and to always exercise them so that children know that if something happens, they can come to you.
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What you can do
Don’t frighten them
Listen attentively and stay calm
Tell them it’s not their fault
Answer questions
Help them report it

------------

Key Point:

Seeing inappropriate content online may have negative effects on children. 
If your child does open up to you about inappropriate content they’ve seen, listen attentively and stay calm. 
Ask open-ended questions and help the child identify their feelings 
Help them report 
Create a safety plan 

--------------

Facilitator Notes:

Seeing inappropriate content online may have negative effects on children. Some kids, especially younger children, may feel guilty or ashamed. Sometimes children exposed to violent or sexual content may become desensitized to it and this can affect their self-image and overall development. 

The Internet is a great tool for them, so don’t make it scary. If your child does open up to you about inappropriate content they’ve seen, listen attentively and stay calm. Thank them for trusting in you, and tell them that you are proud of them for telling you.

Ask open-ended questions and help the child identify their feelings (the trusted adult must correct any guilt the child may feel by reaffirming that it is not their fault). Together come up with solutions and create a safety plan to address future situations to prevent this from happening again 

Help them report anything that made them feel uncomfortable. If you believe they received the inappropriate content from a friend or shared it with someone else, you may want to talk to a teacher or school counselor.

Again, the goal is to have regular and active conversations to be proactive, and not reactive.

NOTE: As we mentioned in the last slide it is normal to feel mad, worried, not want to hear about it because it is difficult to process even feeling upset at your child. We are humans, and it is ok. However, let’s try to stay focused on the problem, listen to our child, and answer honestly even when you do not know the answer. It is ok to say, “I do not know, but I’ll get back to you”



Presenter
Presentation Notes
Slide:

What they should do
Turn off the screen
Use the back button
Tell a trusted adult
Report it to the website or app
Report to CyberTipline.org

------------

Facilitator Notes:

Next, talk to your child about what they can do when they find inappropriate content. They can:
Turn off the screen.
Go back to previous page or close the app 
Remind them that even if they feel scared or feel like they are going to get in trouble they need to tell a trusted 
Report the content to the website or the app where they found it and to the CyberTipline
Tell them that you are always here to help them and that they should not go through this on their own 

NCMEC’s CyberTipline is the nation’s centralized reporting system for the online exploitation of children. The public and electronic service providers can make reports of suspected online enticement of children for sexual acts, child sexual molestation, child sexual abuse material, child sex tourism, child sex trafficking, unsolicited obscene materials sent to a child, misleading domain names, and misleading words or digital images on the internet. Children, family members, friends, professionals, can report to our CyberTipline at www.CyberTipline.org. 

NOTE: Please emphasize the CyberTipline
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Together 
Privacy Settings
Blocking
Reporting

------------

Facilitator Notes:

All social media sites and apps are a little different when it comes to privacy settings, reporting, and blocking, but they follow pretty similar steps. 

Privacy settings:
Learn how to set up privacy settings. Go through the different options and make sure that you're only sharing with friends, not the public, only friends can comment on your posts, location services are turned off, and anything like "personalized ads" or "marketing" is turned off. Make sure to review the settings regularly, especially when installing software updates, as privacy setting may change on your phone.

Reporting content:
If you see something that is upsetting or seems dangerous or illegal, you can report it. In photo apps there are usually three dots that open a menu next to the photo: report is an option there. You will be asked to answer a couple questions about why you're reporting it, but it's quick and easy. Also, if someone ever asks for or sends you sexual messages or pictures, you can report them directly to CyberTipline.org. The CyberTipline workers can  quickly get in touch with the platforms and flag the user to help prevent them from doing the same thing to anyone else!

Blocking users:
Just like reporting inappropriate content, blocking users is pretty simple on most apps. Once you've clicked the user's profile, check the "follow" area for a drop down which may let you "Follow", "Unfollow", "Mute", "Block" or even some other options. If there's no drop down, check the three dots/lines menu, often in the top corner, for the "Block" feature.
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Inappropriate Content 
Inappropriate or illegal behavior
Offensive language
Threats of violence
Underage drinking or drug use
Hate speech

----------------

Key Points:

Help children engage in safer online behaviors by 
Giving them accurate information, 
Agreeing on what to post and repost 
Explain the risk 
Talk to them about using kind and respectful language, 
Posing pictures or videos that lift themselves and other up, 
To follow rules and codes of conduct just as one would offline. 
Be honest and respectful 
Lead by example
NEVER resharing inappropriate content of a person to others
The most important prevention tool you have as a caregiver is your relationship with your child

----------------

Facilitator Notes:

To summarize the most important prevention tool you have as a caregiver is your relationship with your child. One way to develop that strong bond with your child is to have honest, open, and respectful conversations with your children/teens. 

Listen and learn from them. Respect their opinions, values, and ideas even if you disagree. Share yours without imposing them on your child and reach an agreement that works for you both.

Yes, you should tell your children what they shouldn't post; however, we need to go beyond that. Telling them only that they should not post won't stop them from doing so, but giving them accurate information, agreeing on what to post and repost, and explaining the risk will help them engage in safer online behaviors. Talk to them about using kind and respectful language, posing pictures or videos that lift themselves and others up, and to follow rules and codes of conduct just as one would offline. 

Inappropriate content:
Illegal or inappropriate behavior. (An example of Inappropriate behavior can be form liking a mean comment to bullying someone.) 
Offensive language.
Threats of violence.
Underage drinking or drug use. 
Hate speech.

Posting these things online means your child may:
Damage their reputation at school and/or with their friends. 
Be suspended at school, sports, or extracurricular activities if the post breaks school rules.•            
Be charged with a crime if they break the law. 
Hurt their chances of getting into college, a scholarship, or a job in the future. 

EXAMPLE:
Using specific real situations, ask them “How will they handle the situation" or "what do they think about...". Help them think about possible consequences and how they can affect others. For example: if your friend Jennifer sent you an inappropriate pic of your classmate Nancy because they are fighting. You resend the picture, and it gets distributed at school. How will Nancy feel when she finds out other people sent her image around? What do you think will happen if you ever have a post or a picture online you don't want other people to see? How will you affect Nancy?
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Online Privacy 
What’s OK? What’s not OK?
Pictures of family and friends
Personal information
Conversations with unknown people in an online game
Creating videos on streaming services
‘Checking in’ or sharing current location online
Sending/viewing/sharing explicit or�provocative pictures

----------------

Facilitator Notes:

Activity: Ask participants these questions and ask them if it is ok or not ok. This exercise can help participants understand the difficulties their children have to navigate online. 

You may also be concerned about how much information your children are sharing online. Some things that are probably ok for them to share:

OK to Share:
Pictures of family and friends: As long as they post with permission from the caregivers and the people in the picture.
Casual conversation in a game: Many kids play computer games or games on a console like Xbox that allows them to talk to other players. This kind of casual conversation is usually fine when kids stick to talking about the game but teach your children how to report and remind them to ask for help if someone makes them feel uncomfortable. 
Geolocation: Sharing with family and close friends for safety reasons is okay
Family Information: It is ok to share general info about your family ex. How many siblings do you have? Are you the oldest or the youngest? (but it should be a red flag if the person ask specific or many questions) Such as where does your mom work? What soccer practices do you and your siblings go to? What school does your brother go to?

However, there are certain kinds of personal information that you definitely don't want your kids to reveal.

Not to Share:
Geolocation: Posting pictures, videos, or live streaming should not include geolocation, especially if it shows the child's school, home address, or other places that the child visits frequently. Specify when it is ok to share geolocation. (See ok to share)
Family Information: Children should not share detailed information about their family like their parents' work, siblings' schools or details about extra curricular activities with people they talk online
Passwords: Children should not share their passwords with friends  
Videos/Photos/ Livestreaming in secluded places: Children should not share pictures, videos or live streaming in secluded places like their bedroom with people they talk to online, and it should be a red flag if they get this request.
Detail/private information about their lives: Even though one of the tactics of grooming is to relate with the child by sharing common interests, children will still share about their lives with people online; some things, like the sports they like to play, may be okay. However, very specific, many details, or specifics about family dynamics may not be appropriate to share with their friends online. 
Sharing explicit content: Talk to your child about sharing explicit content with people online and develop safe rules that work for both of you 
Moving conversations to private platform: Even though kids might feel more comfortable talking to their friends in a private chat app like Snapchat, WhatsApp or Instagram it is important to tell your child that it is not a good idea to move conversations from public to private forums. Moving from the game chat platform to a private chat can be a risk because some people might not have the best intentions, and it is safer to keep the conversation more general and public if possible 
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Personal information 
Passwords
Home address
Location
Home/Cell phone number
Email address

----------------

Facilitator Notes:

Personal information that your children shouldn’t share publicly online includes their:
Passwords
Home address
Location - Did you know many gaming sites and apps share location information automatically?
Home/cell phone number
Email address
Travel plans
Information about their families  
Information that could guess passwords 
If the app ask for personal information - Do some research about that app and talk to your child why they want to have that app 
Import contacts into the app to boost follower
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Risks of Sharing Personal Information 
Identity Theft
Online Scams
Hacking
Online Enticement
Sextortion
Stalking
Cyberbullying

----------------

Facilitator Notes:

Sharing personal information online is a security risk because it leaves your children open to:
Identity theft - Many identity thieves target children because you’re less likely to notice until your child is older, like when they apply for their first credit card. For example, they may steal children’s social security numbers, names and birthdates. 
Online scams - Many children, especially young children, may be tricked into sharing passwords or visiting inappropriate websites by online scams promising prizes or money.
Hacking - Sharing passwords and other account details can result in someone hacking into children’s accounts and pretending to be them, or stealing files and other information you store on your computer.
Online Enticement - Online enticement involves an individual communicating with a child via the internet with the intent to commit a sexual offense or abduction. This is a broad category of online exploitation, that includes sextortion. where a child is being groomed to take sexually explicit images, meet face-to-face with someone for sexual purpose, or in some instances, to sell/trade the child’s sexual images.
Sextortion - A new online exploitation crime directed towards children in which non-physical forms of coercion are used, such as blackmail, to acquire sexual content from the child, engage in sex with the child, or obtain money from the child.
Stalking - Engaging in a course of conduct directed at a specific person that would cause a reasonable person to fear for his or her safety or the safety of others or suffer substantial emotional distress. (https://www.justice.gov/ovw/stalking) 
Cyberbullying - Sharing personal information online can lead to severe bullying 
Abduction - A Family Abduction occurs when a child is taken, wrongfully retained, or concealed by a parent or other family member depriving another individual of their custody or visitation rights. A nonfamily abduction occurs when a child is taken by someone known, but not related, to the child, such as a neighbor or an online acquaintance, or by someone unknown to the child. Nonfamily abductions are the rarest type of case and make up only 1% of the missing children cases reported to NCMEC.

Remember not to give your child your phone or allow them to interact online using an adult account because the safeguards meant for children won’t be present.



Presenter
Presentation Notes
Slide:

What you can do 
Establish rules about what they can share
Learn about reporting options
Help them set privacy settings
Help them create strong passwords
Talk about friends lists
Create a safety plan

----------------

Facilitator Notes:

Here’s what you can do to help your kids from revealing too much personal information online:

(If time is limited just go over the bullet points on the slide without going into details)

Establish rules about what they can share and under what circumstances - For example, it’s OK for them to enter their address online if they’re ordering something from Amazon with your permission, but it’s not OK to enter their address in a pop-up that promises to send them a prize.
Learn about the reporting options of any websites and games they’re using - Each website and game will have its own tools to report issues such as stolen passwords or hacked accounts. Get to know them so you know what to do if there is a problem.
Check privacy settings - You should help kids set up their accounts and check their privacy settings often to make sure they’re using the settings that offer the most protection. Make sure that they are not sharing private information like geolocation or personal info such as school, home address, etc. 
Help them create strong passwords and tell them not to share them with anyone but you - Passwords should be at least 8 characters long. Try using silly words or phrases that are easy to remember. Never use personal information in a password and change them often.
Talk about friends lists - NetSmartz recommends that children only add friends they know offline, but this may change as they get older. Talk to them about the types of friends you’re OK with them adding. This point is hard for us adults to understand and navigate because children are making meaningful friendships worldwide through social media and online gaming. Even though we want to tell our children that they should only have friends online that they know in person, we know in reality they will have friends online that they do not know in person. We need to have conversations about healthy relationships, we need to monitoring children's activities online, and need to provided them examples specific, real situations that children may encounter online. You can also look at their online friends. Get to know who is on the other side of the headset when children are gaming – make your presence known. Talk about potential red flags. If an online "friend" is asking personal questions instead of focusing on conversations about the game or if they request to chat privately on another platform, these are red flags. An online "friend" does not mean that person has bad intentions, but we should be cautious about it, and these kinds of requests should monitor by a trusted adult so they can help access these situations.  Just as parents get to know who their kids hang out with at school, in the neighborhood and in sports and clubs, you need to get to know your children’s online friends. 
Create a safety plan - Create a safety plan: as a family, create a safety plan about online and offline activities, for example, 
expectations of how to behave, 
what and when children need to ask for permission, 
online free times and zones (no phones during dinner or in bedrooms), 
safe words for your child to communicate they need your help when in public, 
ways you can monitor your child activities without making them feel that you are violating their privacy

Suggested Resources:
www.NetSmartzKids.org.
You can browse by topic, by age, resource type and we have conversation starters available.
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Online Enticement 
Online enticement involves an individual communicating with someone believed to be a child via the internet with the intent to commit a sexual offense or abduction and includes sextortion.

---------------

Facilitator Notes:

Online Enticement involves an individual communicating with someone believed to be a child via the internet with the intent to commit a sexual offense or abduction. This is a broad category of online exploitation and includes sextortion, in which a child is being groomed to take sexually explicit images and/or ultimately meet face-to-face with someone for sexual purposes, or to engage in a sexual conversation online or, in some instances, to sell/trade the child’s sexual images. This type of victimization takes place across every platform; social media, messaging apps, gaming platforms, etc. Since 2022, NCMEC has seen a rise in cases of sextortion targeting male kids to obtain money from the child. In some cases, the offenders deep fake content and treat the child to share the images/videos with friends and family.
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How do solicitations occur?
Most occur on social networking sites
Most occur among older teens
Most teens are solicited by peers
Most are not bothered by it

---------------

Key Points:

The majority of sexual solicitations occur among older teens
Kids as young as 9 years old are getting inappropriate solicitations
Stay away from “strangers online” language 
Teach healthy relationships and red flags 
Use specific examples
Real situations
Develop rejection skills
Help them identify two or three safe/trusted adults

--------------

Facilitator Notes:

The majority of sexual solicitations and aggressive solicitations occur among older teens. However, new data shows that kids as young as 9 years old are getting inappropriate solicitations. Most tweens and teens are solicited by their peers or young adults in a very casual way and report not being very bothered by it. Many of them simply remove themselves from the situation by blocking the person who sent the inappropriate request, asking them to stop, or leaving the site.

We need to have these conversations with them. When we do, let's remember that children are creating meaningful relationships online and offline, and we should be careful when using language like "strangers online" because children might not consider their friends online as strangers and even if they consider someone a stranger they might feel more comfortable talking to them because they are online. Instead, talk about healthy relationships and give specific examples of the characteristics of a healthy relationship and the red flags. When talking about strangers online, give specific examples, e.g. someone who just requested you to be your friend online and quickly asked you to send a picture of you. �
In addition, teach and practice ways children can respond to these solicitations. This will help your children develop skills to reject and step away from these situations.
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Offenders groom children by:
Exploiting their natural curiosity
Gradually introducing explicit images
Using adult status to control a child’s behavior
Offering gifts like cell phones and gift cards

--------------------

Key Points:

Grooming happens in different ways
Some take time and develop a relationship with the child 
Some happen fast and grooming starts right after they meet online, and they can obtain explicit content from the child within minutes or hours 
Sexual exploitation and abuse do not always involve grooming
Forms of grooming

--------------------

Facilitator Notes:

Most teens aren't bothered by sexual solicitations, but some interactions can lead to dangerous online relationships with predatory offenders. 
In these cases, the offenders begin to prey on children's vulnerabilities by offering them affection and attention. This manipulative process is called grooming.

Grooming is a manipulative process that happens in a very similar way online and offline. The offender get access to the child by preying on children's vulnerabilities and developing trust with them by offering something of value. Grooming usually happens by someone the child knows and trust. However, grooming can happen fast and starts right after the child meet online. 

Offenders entice children by:
Exploiting the child's unmet needs
Exploiting their natural curiosity about sex
Lowering the child's inhibitions by gradually introducing explicit images and child sex abuse images
Using their adult status to influence and control a child's behavior
Offering gifts like cell phones and gift cards, or something else of value like emotional support, self-esteem, love interests, and stability

It is important to note that sexual exploitation and abuse do not always involve grooming. ALL inappropriate or exploitative behavior needs to be addressed and reported.
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Grooming
Someone trying to groom children might:
Flatter them
Send them gifts
Discuss inappropriate adult subjects, such as dating or sex
Ask them to keep secrets
Turn them against their family and friends
Share or ask for revealing images
Blackmail them
Make them feel guilty or ashamed
Ask to meet face-to-face

--------------------

Facilitator Notes

(If time is limited mention two or three)
Someone trying to groom a child might:
Flatter them
Send them gifts, like cellphones or money 
Discuss adult subjects, like sex
Ask them to keep secrets, such as not telling anyone about their relationship
Turn them against their family and friends - They want them to depend on them
Share or ask for revealing images
Making them feel guilty or ashamed
Talking about inappropriate subjects such as dating or sex
Asking to meet face-to-face 
Blackmail them
If you've shared revealing images or secrets with someone, they may threaten to make them public unless you send more content or money. This type of blackmail is called sextortion, and it is a crime.

The grooming process varies; in some cases, the grooming process may take longer. In other cases, it may take hours or minutes; in other instances, grooming does not happen, and the offender's first contact with the child is to blackmail him/her. Tell your child that they should not give in if someone is threatening them. Instead, they should tell an adult they trust and report it to NCMEC immediately so they can help report it to law enforcement.

Remind them that sextortion is a crime and that they should not deal with it alone. We will talk more about sextortion later in the presentation.
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Signs of Grooming
Check if your child is…
Receiving gifts
Calling unknown numbers
Rejecting family and friends
Getting upset when not online
Minimizing the screen

--------------------

Facilitator Notes

Here are some signs of grooming you should look for. Check if your child is:
Receiving gifts through the mail, like bus tickets, cell phones and webcams.
Calling unknown numbers.
Rejecting family and friends in favor of spending time online.
Getting upset when he or she can’t get online.
Minimizing the screen or turning off the monitor when you come into the room.

If you see any of these signs, don’t ignore them. Talk to your children. Check out what they’re doing online and who they’re talking to. Get help immediately if you suspect something is wrong.

Again, all inappropriate, abusive, or exploitive behavior needs to be responded to and reported whether or not signs of grooming are present.
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What you can do
Talk to your child about relationships
Set a policy about meeting offline for older teens
Know your child’s online friends
Teach your child the warning signs
Call the police
Report to CyberTipline.org

-------------------

Facilitator Notes

There are several things you can do to keep your child safe from predatory offenders:
Talk to your child about healthy sexual behaviors and healthy relationships. Talk to them about what makes a healthy relationship. Have an open-door policy so they will not seek answers or inappropriate relationships online. 
Keep in mind that many children are flattered by attention from older people. Make it clear that a 22-year-old flirting with them is not flattering; it’s inappropriate. 
Set a code of conduct in your household and include rules about meeting offline for older teens – If you’re not comfortable with it, then tell them why they are not allowed to meet online friends in person and come to an agreement with your child about those interactions online. If you think it’s OK, then establish rules to make it safer. Suggest rules and ask your child to contribute to the safety plan:
Example:
Try to find out that the online friend is who they say they are
Get your permission before agreeing to meet
Go with you or another adult.
Meet in your house with your supervision or in a public pre-arranged place and do not go to other places.
Share details about the person they are meeting
Ask your child to send updates through out the meeting 
Come out with a safe word/phrase in case your child needs you to come and pick them up 
Share location 
Call your child while meeting the person
Know your child’s online friends - Encourage them not to accept friend requests from anyone they don’t already know. Ask questions about the people on their friends list, such as “How did you meet?” and “What do you talk about?” Keep in mind that some offenders use the Internet to target minors they already know. If someone your child knows, contacts them online, they should check with you before responding.
Teach your child the warning signs - Talk to them about grooming and ways people may try to manipulate them.
Above all, call the police if you suspect your child is having inappropriate conversations or relationships online. You should also file a report with the website or app where they’ve had these conversations. 
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Kids are capable
Chat log as reported to NCMEC’s CyberTipline.

-------------------

Facilitator Notes

Here is an example of a 15-year-old who made a report about inappropriate behavior online. Remind your children that even if they are not bothered by an inappropriate comment, they should still report it to help keep the internet safe from others. Remind them that the person sending them inappropriate messages or pictures may try to do the same thing to another child who is younger or more vulnerable.
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Report to the CyberTipline
Anyone who sends your child photos or videos containing obscene content
Anyone who asks your child to send sexual images
Anyone speaking to your child in a sexual manner
Anyone who asks your child to meet in person

------------------

Facilitator Notes

You can also make a report to the National Center for Missing & Exploited Children’s CyberTipline®. All reports made to NCMEC's CyberTipline are made available to law enforcement.
 
Make a Report If:
Anyone sends your child photos or videos containing obscene content.
Anyone asks your child to send sexual images.
Anyone speaks to your child in a sexual manner.
Anyone asks your child to meet in person.

Make sure your children also know that they can make a report to the CyberTipline

You can contact them at www.CyberTipline.org or 1-800-THE-LOST®.
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Sexting
Sending or posting nude or partially nude images.
Research suggests that:
19.3% of teens have sexted
34.8% of teens say they have received a sext

------------------

Facilitator Notes

In addition to being careful about the kind of information they post; you want to make sure your children are being careful about the images they share. Sexting is when minors send or post nude or partially nude images, usually via cell phone.

Recent studies suggest5
19.3% of teens have sexted 
34.8% of teens say they have received a sext

Teach your children empathy, consent, problem-solving, and healthy relationship skills at a young age to help them make better choices, and to help them understand that re-sharing inappropriate content revictimizes the person. In addition, these skills will help create an environment of protection for the children who experience victimization instead of blaming them.
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Why are they sexting?
To be funny
To impress a crush
Peer pressure or threats
Experimenting with relationships, sexual behavior, and boundaries

-----------------

Facilitator Notes

Minors sext for a variety of reasons. They may be:
Trying to be funny and sharing it with friends.
Trying to impress a crush who may or may not have asked for the picture.
Peer pressure or threats
Experimenting with relationships, sexual behavior, and boundaries.
Interactions are happening really fast and may feel the pressure to make snap decisions or do not have time to think about it  
They may perceive a positive benefit from sexting 
Because the perception is that all teens engage in sexting, but remember 80% of teens are not 

Sexting can be part of normal adolescent development that often includes risk-taking and boundary testing. However, one study found that teens who engage in sexting are more likely to be engaged in other risky sexual behaviors, including unprotected sex. This suggests that sexting is part of a pattern of risky behaviors for certain teens.
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Consequences of Sexting
Humiliation
Bullying
Blackmail
School discipline
Police involvement

-------------

Key Points: 

Stay away form the worse case scenario 
Provide accurate information 
Help children develop decision making and critical thinking skills 
Talk about the emotional, social, and personal harm that sexting can cause on a person if the content get share 
Reaffirm to the child that if they get sextorted or their pictures are being share it is not the child’s fault even if they sent explicit images. There is help and steps you can take to deal with this horrible situation and that things can get better. 

-------------

Facilitator Notes:

After mentioning the consequences of sexting go into explaining that…

Even though teens are aware of the consequences of their actions, that does not mean they will not engage in risky behaviors. The human brain is not fully developed and matures until the late 20s. The last region to develop is the prefrontal cortex, which is responsible for skills like planning, prioritizing, and controlling impulses. (NIH). 

Some studies suggest that teens use the amygdala, which is the part that processes emotions, to make decisions. Therefore, even though teens understand the consequences of their actions, they will likely still engage in risky behaviors. Because when making decisions their feelings and impulses win over rational thinking. When talking about the consequences of their actions, stay away from naming all the horrible things that can happen. 

Instead, providing accurate information and helping children develop decision-making skills are more likely to decrease risky behaviors (Still, it is important to tell them not to do it and warn them about the risk, but we also have to talk honestly about the perceived benefits, the pressures to do it along with teaching critical thinking and decision making skills) Ultimately, they will make the decision whether they will engage in the behaviors. Equip them to make good decisions. Interestingly, research shows that teens actually want guidance about sex and internet behavior, especially from parents and also teachers- we’re often the ones shying away from these topics leaving them to fend for themselves. 

Emphasize that in the video, it seems like the boy receiving the picture did not intend for the image to circulate around school. His phone was taken out of his hand by his friend. There is no way to be sure who will see your pictures – even if you send them privately to a person you trust. 

That if this is happen to you or has happened to you it is not your fault, and there is help  and steps you can take to deal with this horrible situation
 
There are many consequences to sexting, some of which you saw in the video: 
Humiliation at home, at school and online if the image spreads.
Bullying by peers, sometimes so extreme teens don’t want to go to school.
Blackmail by someone threatening to distribute earlier sexting images if they don’t send more.
Suspension or expulsion from school or losing a spot on a school sports team.
Police involvement, which does not usually result in the teen being charged with a serious crime but may result in mandated education programs or community service.
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Addressing Sexting
Start these conversations early 
Give real-life examples
Discuss healthy sexual relationships 
Talk about ways an image can spread online 
Talk about resharing
Report to CyberTipline.org

------------------

Key Points:

Start these conversations early - If we are teaching kids about their bodies, empathy, consent, and boundaries when they are young before it has anything to do with sex
Give real-life examples
Discuss healthy sexual relationships 
Talk about ways an image can spread online 
Talk about resharing - rehearing can cause significant harm to that person.
Report

------------------

Facilitator Notes:

Here are some things you can do to address sexting with your child

Start these conversations early: These conversations should be happening before children are teenagers. If we are teaching kids about their bodies, empathy, consent, and boundaries when they are young before it has anything to do with sex, we should teach them the same related to digital interactions well before it has anything to do with sexting. It's easier to start when they are young- the rules are more clear-cut, and the conversation is less awkward. They are engaging in this behavior earlier than we think and again, we have seen reports of elementary-aged children generating explicit content. 

Give real-life examples: What would happen if you sent a nude picture to your boyfriend "Jonny" and remember when he was talking bad about your friend "Jennifer"? and she did not want to go to school? 
What if he gets mad at you and shares the pic with the whole school? 
How do you think that would affect you?  

After they answer, you can share some other ways that this could affect them
Losing friendships
They can get in trouble at school or with the police
They also may not realize the image can stay online for a long time if it spreads

Discuss healthy sexual relationships: Be open and honest; they should be able to talk to you about sexual things. Make sure they know what's healthy and what's not. Emphasize that anyone who pressures them to send a sexual picture is not someone they can trust, which is not healthy relationship behavior. And that they should not pressure anyone.

Talk about ways an image can spread online: Even if your child thinks their boyfriend or girlfriend would never forward their picture, there are other ways a photo could spread, such as if a phone is lost, borrowed or stolen.

Talk about resharing: Talk to your child about resharing other peoples' images without their consent. Tell them never to forward a sexting image - This could mean big trouble at school and with the police. Even though sometimes we do not think about it, rehearing can cause significant harm to that person. It's a major violation of trust and exposes the person in the picture to potential ridicule. 

Report: Help your child identify adults in their lives that they can reach out for help and when you are having these conversations make sure to emphasize that if that ever happened to them they need to report it in the social media and the CyberTipline.  If this ever happens to your child report it to your child's school or the police if you know a child is being blackmailed, a photo is being passed around without consent or a child is being bullied. Ignoring the situation will not help the child in the photo. You can also make a report with the National Center for Missing & Exploited Children's CyberTipline at CyberTipline.org.

Suggested Resources: NetSmartz has tip sheets for teens and parents about sexting at MissingKids.org/NetSmartz/resources#tipsheets.
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Sextortion
Sextortion is a form of child sexual exploitation where children are threatened or blackmailed, most often with the possibility of sharing with the public nude or sexual images of them, by a person who demands additional sexual content, sexual activity, or money from the child. This crime may happen when a child has shared an image with someone.

-------------------

Key Points:

Online enticement can lead from grooming to sexting to sextortion
Sextortion is a form of child sexual exploitation
Sextortion can take many forms 
New trend 

-------------------

Facilitator Notes:

Online enticement can lead from grooming to sexting to sextortion. 

Sextortion is a form of child sexual exploitation where children are threatened or blackmailed, most often with the possibility of sharing with the public a nude or sexual images of them, by a person who demands additional sexual content, sexual activity or money from the child. This crime may happen when a child has shared an image with someone, they thought they knew or trusted, but in many cases they are targeted by an individual they met online who obtained a sexual image from the child through deceit, coercion, or some other method. Blackmailers may have stolen or taken images of another person and communicate through a fake account. The blackmailer may have sent images as well. 

Sextortion can take many forms. Commonly the offender will contact the child and develop a relationship with the child and then ask for explicit images or videos after that the sextortion begins. The grooming process varies in time sometimes it takes longer time and, in some case, can be as quick as minutes or hours.

In recent trends, we have seen the blackmailing went from "send more pics or else I will share", to "send money or else I will share." This new sextortion trend mainly targets male children. In these new cases, as we mentioned before in the presentation, grooming varies. In some cases, the grooming takes longer. In other cases, minutes or hours. Sometimes grooming does not happen and the offender contacts the male child to blackmail him for money, commonly in the form of gift cards. 
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This video shows what sextortion can look like.

Play video.
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What can you do

Do not comply with the demands: Doing so does not guarantee that the offender will stop. The offender may ask you for more. 
Report it to the app
Do not delete account: By deleting your child's account, you may be deleting important evidence that will help keep your child and other children safe 
Is Your Explicit Content Out There (Missingkids.org/gethelpnow/isyourexplicitcontentoutthere): Has information about how NCMEC can help and instructions for contacting the companies 
Report it to CyberTipline: Even if you already report it on the app, it is important to make a report to the CyberTipline. We can help with the process, and we work closely to assist law enforcement with these reports.
Take It Down: Is another service from NCMEC to help with removing content online. You can access this service under the missingkids.org/gethelpnow/isyourexplicitcontentoutthere
Get help at missingkids.org/gethelpnow: We have many resources and services to help you navigate this complex issue and to help you and your child heal from this. 
Go to https://takeitdown.ncmec.org/ to get help removing sexually explicit content online

NOTE: Take it down gives children tools to take steps to stop the spread of the content. Let's remember that some kids may not feel ready or safe to ask for help and they should have tools to take some control and stop the spread of the content. For those who are reaching for help, Take it Down can also be a great tool to gain control over the situation. 
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Bullying + Technology = Cyberbullying

-------------------

Facilitator Notes:

How many of you have heard about cyberbullying? What do you know about it?
 
(Pause for audience response.)
 
Cyberbullying is exactly what it sounds like - bullying through technology like cell phones, social media sites and online games. Research tells us that:
About 45.5% of middle and high school students have been cyberbullied. 9
About 14.4% admitted to cyberbullying others.
Youth who identify as gay, lesbian, bisexual or questioning are more likely to be involved, both as a victim and a bully.10
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Some examples of cyberbullying include:
Sending someone mean texts.
Photoshopping or altering a picture to embarrass someone.
Creating a fake profile to post defamatory information or images.
Posting fight videos online to embarrass the person who lost.
Spreading rumors and gossip online.
Posting or resharing pictures intended to embarrass o humiliate someone.
Sending threatening or harassing comments.
Harassing someone and forcing them to do something humiliating or harmful to themselves or others.

Even young children who don’t use social media or cell phones can experience some form of cyberbullying while playing online games or playing in a virtual world. 

For example, they may be:
Exposed to inappropriate language while chatting.
Taunted by other players.
Targeted by more experienced players.
Ignored by other players or excluded from playing.
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Differences between cyberbullying and bullying 
Follows children home
Spreads faster
Wider audience

-------------------

Facilitator Notes:

Cyberbullying differs from regular bullying in a number of ways. It:
Often spreads faster than in-person bullying because of instant online communication.
Has a wider audience because it can easily be sent to a potentially unlimited amount of people.
Follows children home from school so they can’t get away from it.
The bullies can harass and bully someone anonymously online 

All of this can undermine your child’s sense of security. They don’t feel a safe at school – because cyberbullies are frequently classmates and other peers – and they don’t feel safe at home because the bullying is happening 24/7 online.
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Cyberbullying can have some negative effects on children including:
Depression
Anxiety
Loneliness
Suicidal ideation
Low self-esteem
Social isolation
Substance use
Sadness  
Change on sleeping patterns, 
Loss of interest in activities they enjoy doing 
Health issues 
Decreased academic achievement

 -------------------

Facilitator Notes:

(Please emphasize) 
You may have heard a lot about cyberbullying in the news because of highly-publicized instances of teens dying by suicide. It’s important to remember that although cyberbullying can be extremely devastating for some victims, suicide as a result of cyberbullying is extremely rare and there are usually other factors at play. Bullying alone is not the cause. Many issues contribute to suicide risk, including depression, problems at home, and trauma history. This risk can be increased further when parents, peers, and schools do not support these kids. Bullying can make an unsupportive situation worse. (https://www.stopbullying.gov/bullying/effects) 
  
Researchers have looked at cases of cyberbullying-related suicide and found that: 
Most teens who committed suicide were bullied both at school and online. 
Many of the teens had some type of mental illness, such as depression. 
 
Even though it is rare for victims of cyberbullying to commit suicide, cyberbullying can still have very serious effects on the targeted children, including depression, anxiety, academic problems, and more. 
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A cyberbullying victim might 
Stop using the computer or cell phone
Act nervous when receiving an email, IM or text
Seem uneasy about going to school
Withdraw from friends and family

 -------------------

Facilitator Notes:

Because cyberbullying can be so far-reaching, it greatly impacts its victims. If your child is being cyberbullied, he or she may:
Suddenly stop using the computer or cell phone.
Act nervous when receiving an email, IM or text.
Seem uneasy about going to school.
Withdraw from friends and family.
Isolate in his/her room.
Experience mood changes 

If you see any of these signs, don’t ignore them. Cyberbullying victims need to feel that you are taking the problem seriously and that you are going to do everything that you can to help.

(Click to show video.)
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Here are some specific ways you can help if your child is a victim of cyberbullying:
Support your child- Stay calm but don't downplay the incident(s). Thank your child for coming to you about the cyberbullying. Review what happened together and see if there are steps the child can take to address the issue.
Consider saving the evidence – Ask the school or the police about taking screenshots and printing out any messages. If there is an investigation, they may want to see proof of what was posted.
Block cyberbullies – Tell your child not to respond to the messages and take advantage of website features that allow you to block any user who is bothering you.
Set up new accounts - This includes email, IM, social media sites and cell phone numbers. Make sure they only give the new information to friends they trust.
Talk to the school - Remember, most cyberbullying involves in-person bullying by someone your child knows, usually a classmate. Teachers and administrators should work together on a plan to address the bullying in school, and they may have specific rules against cyberbullying, too.
Report it to the website or app where the cyberbullying is taking place - You might also be able to report unwanted text messages to your cell phone provider and block certain numbers. If you feel that any laws have been broken or if your child has been threatened, then contact the police for help. You can also make a report to the CyberTipline.
 
Finally, remember to take your child seriously. Don’t use phrases like, “Kids will be kids.” Bullying can be very painful. Comfort your child by offering your support and understanding.
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Cyberbullying Behaviors
Quickly switches screens or closes program
Uses the computer at all hours
Gets unusually upset if they cannot use the computer
Avoids discussions about what they are doing
Uses multiple online accounts

 -------------------

Facilitator Notes:

Sometimes parents don’t find out that their children are cyberbullying others until they hear about it from another parent or from the school. Be proactive and look for these signs. 

Your children may be involved with cyberbullying if they:
Quickly switch screens or close programs when you walk by.
Use the computer at all hours of the night.
Get unusually upset if they cannot use the computer.
Laugh excessively while online.
Avoid discussions about what they are doing.
Use multiple online accounts or use an account that is not their own.
Makes harmful or belittling jokes about others 
Lack of empathy 
Has a problem with authority figures
Has a hard time with conflict resolution
Experiencing difficult times at home 

If you notice any of these behaviors, get involved and ask them to show you what they’re doing.
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How to prevent it
Monitor and intervene in your child’s online behavior in the same way you would “offline” behavior.
Establish expectations for online and offline behavior
Set consequences for cyberbullying
Model good online and offline behavior
 
 -------------------

Facilitator Notes:

To help prevent your child from becoming a cyberbully, you can:
Establish expectations for online behavior - Make sure your child knows that you think bullying and cyberbullying are unacceptable.
Set consequences for cyberbullying - This will vary by family but can include losing Internet privileges or more supervised Internet use.
Model good online behavior yourself - Children learn from the adults around them, so always be respectful of others online.

You don’t have to tell your children that they have to be friends with everyone, but you should teach them about respecting others. If you find out that your child has already been involved in cyberbullying, be open to working with the school as they look to correct the problem.
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Talk to your child about being an upstander
Establish expectations for reporting
Encourage them to stand up for the victim
Help them report the cyberbullying to an adult or teacher
Talk to your child about not forwarding mean or inappropriate content about another person

 -------------------

Facilitator Notes:

Most kids are not bullies or victims; they are bystanders. A bystander is someone who sees bullying happening and may or may not do anything about it. They may be reluctant to speak up about cyberbullying because they’re afraid of being targeted next or being called a tattletale. However, information from bystanders is critical if teachers and other trusted adults are to take action.

Talk to your child about being an upstander. You can do this by:
Establishing expectations for reporting - Make sure they understand that you expect them to speak up when they see cyberbullying happen because silence only lets it continue.
Encouraging them to stand up for the victim when they feel it’s safe to do so - That might mean being a good friend to the victim, telling the bully to stop or refusing to join in the cyberbullying. They can also show support to the victim in private.
Helping them report the cyberbullying to the website where it is taking place or to a trusted adult at school – children will feel better about reporting if they are reassured that they’re doing the right thing, so help them see it through.
Talking to their friends about not tolerating or engaging in the cyberbullying 
Talk to your child about not forwarding mean or inappropriate content about another person. Talk to your child about not forwarding mean or inappropriate content about another person. Tell your child that if they receive a mean or inappropriate picture/video of another person, it is not ok to reshare it. By doing so, they cause harm to that kid.
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Tech Options
Install filtering and monitoring software
Consult your cell phone provider
Research options for other mobile devices
Look at individual apps
Explore built-in security features

 -------------------

Facilitator Notes:

You’ve now heard several strategies to help you deal with inappropriate content, online privacy, sexting, online sexual solicitation and cyberbullying. Most of those suggestions have been based on communicating with your children, but I also want to talk about technological solutions. 
 
Here are some options you may want to look into:
Filtering and monitoring software - These can help protect your children from seeing sexually explicit content online and even notify you if they’re receiving inappropriate messages. NCMEC does not endorse any particular kind of software, but you can search for the software that best fits your needs.
Consult your cell phone service provider - They may offer monitoring options for your child’s cell phone.
Research options for mobile devices – Laptops, tablets, handheld games, cellphones, watches may have built-in monitoring options or software for purchase.
Look at the individual apps they’re using - Many apps have the option to turn off chat features or limit who can see what your child posts within the app.
Explore built-in security features for programs and websites - These often have their own privacy or filtering services. For example, Google has a free SafeSearch option, parental controls, and other security tools. 
Each website or app has different privacy and filtering settings, so you should consult each one to help you better understand their systems. If you have specific questions, you can write to NetSmartz at MissingKids.org/contactus.
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Remember what you can do
Connect
Learn
Engage

-------------------

Facilitator Notes:

CONNECT
Set some ground rules. Establish clear guidelines like what types of sites kids can visit, apps they can download, and when they can access electronics. Establish free electronic times and areas-example, Dinner time/ Dinner table, bedtime/bedrooms, during family activities, etc. 
Research before you buy. It’s important to learn about a device’s capabilities before you buy. Will it allow unknown people to communicate with my child? Will this allow children to make unchecked purchases?  
Go beyond safeguards. Installing monitoring software doesn’t guarantee your child will be safe online. Time, attention, and active conversation are the best tools to protect them. Be transparent about monitoring their phones and private chats. Ask for their input on how you can do it, so they feel more comfortable. For example- your child may feel more comfortable if they are present while you monitor their phones. Remind them that it is not to be mean or controlling but to protect them.
REPORT! If your kids are dealing with cyberbullies or potential online enticement, report it to the website, cell phone provider, law enforcement, or www.CyberTipline.org.
 
LEARN
Know the platforms. Online enticement happens across all platforms, so be aware of the sites, games, and apps your children frequent. Ask them to show you how they use the apps and games they are use.
Be proactive. Teach your kids to spot common tricks used by online offenders. In NCMEC CyberTipline reports, the most common tactics used to entice a child online were:
Engaging the child in sexual conversation/ roleplay as a grooming method.
Directly asking the child for sexually explicit images of themselves or offering to exchange images mutually.
Developing a rapport with the child through compliments and other supportive behaviors such as “liking” their online posts.
Sending unprompted sexually explicit images of themselves.
Pretending to be younger.
Offering incentives for explicit content.
Offering a dream job 
Pretending to be a n attractive girl or boy their age and quickly asking for explicit images 
Spot the Red Flags. A child who is experiencing online enticement may be:
• Spending increasing time online.
• Getting upset when he or she is not allowed on their device.
• Taking extra steps to conceal what they are doing online.
• Receiving gifts from people you don’t know.

It is important to understand that grooming and enticement can happen in different ways and lengths of time. In some cases, grooming and enticement happened within hours; in others, it took months.

ENGAGE
Talk about it! Your kids might not tell you everything but ask anyway. Regular conversations about safety can go a long way in increasing trust and communication. Remember that you want to be the source of reliable information for your children. If it is not you, your child will find the information on the internet and or with friends.
Get involved. Challenge them to a duel. If you have kids who like to play online games, ask if you can play, too. When you respect their interests, they’re more likely to respect your rules.
Don’t pull the plug. Taking away internet access because they may have made mistakes online doesn’t solve the problem. Talk to them about protecting themselves and respecting others online.
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NetSmartzKids.org is an interactive website for kids ages 5-10 designed to teach them how to be safer online. The website features resources such as:
Activities.
E-books.
Games.
Videos.

NetSmartzKids is a great resource for teachers to use in the classroom or parents to use at home. Kids adore the NetSmartzKids characters and watching the Into the Cloud video series.       

Please note that NetSmartz contains content especially for kids.  Supplemental activities for the Into the Cloud series for trusted adults to implement in the classroom or at home is located at www.MissingKids.org/Netsmartz.
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NCMEC’s Family Advocacy Division
Crisis Intervention
Peer support network
Mental health & community support referrals
Reunification assistance
Long-term emotional support
Prevention strategies
Legal referrals

 All services are free. Families do not have to have an active case to be eligible.

-------------------

Facilitator Notes:

NCMEC offers many supportive services for child victims and their families. These are some of the ways we can assist families, I want to highlight two important ones:
Peer support is available for both families and survivors who want to connect with someone else who has been through a similar situation
For families that need help with legal issues related to the exploitation, like restitution or name changes, NCMEC can connect them to a private attorney who can help

NCMEC’s Family Advocacy Division is made up of a specialized team of child and family advocates. The Family Advocacy Division provides emotional support to families experiencing trauma when a child is missing or sexually exploited and offers expert guidance about how families can move forward. With support from a committed network, including mental health providers, crisis intervention services, social service agencies, and law enforcement, the foundation is laid for the bright future every family wants and deserves.



Good Reference Sites 

Missingkids.com

NetSmartz.org

netsmartz411.org

Familyeducation.com

Netlingo.com

TakeItDown.org
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Tell others in your community about these free resources. Encourage your PTA to set up presentations. You can even talk to your child’s school about using NetSmartz teaching materials. When everybody works to confront these issues, your children become safer and are more prepared to protect themselves online.

Thank you! 

(End of presentation.)



Andrea White
Southeastern MN Regional Navigator 

Sarah Palmer
Violence Prevention & Volunteer Coordinator

Olmsted County 
Victim Services 
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The Reality of Exploitation
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Commercial 
Exploitation 

of Youth

Sexual Exploitation 

Occurs when 
anything of value 

(e.g., food, shelter, 
rent, drugs, cell 

phones) is given to a 
person in exchange 

for any type of 
sexual activity. A 

third party may or 
may not be involved.

Sex Trafficking

Occurs when sex 
is exchanged for 

something of 
value and a third 
party (trafficker) 
benefits from the 

exchange. 



Forms of Sexual Exploitation 

Do Justice LLC 2014

COMMERCIAL 
SEXUAL 

EXPLOITATION

$

Sex Trafficking

SEXUAL 
EXPLOITATION

Survival Sex 

Sex Work 

Pornography

Stripping



National Center for Missing 
& Exploited Children 

• The CyberTipline receives reports about 
multiple forms of online child sexual 
exploitation. Reports regarding CSAM, 
legally referred to as child pornography, 
make up the largest reporting 
category. Over 99.5% of the reports 
received by the CyberTipline in 2022 
regarded incidents of suspected CSAM.
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The National Center for Missing & Exploited Children’s CyberTipline offers the public and online electronic service providers an easy way to quickly report suspected incidents of sexual exploitation of children online.

Since the CyberTipline’s inception in 1998 they have received millions of reports and reviewed hundreds of millions of images and videos of suspected child sexual abuse material (CSAM) in an effort to locate exploited children and help law enforcement rescue them from abusive situations. We work to disrupt the trading of child sexual abuse images and videos online and help survivors begin to rebuild their lives.

Reports made to the CyberTipline by ESPs can include images, videos and other files related to what’s being reported like suspected child sexual abuse material. 

Cybertips to NCMEC increased 97.5% in 2020 from 2019 



Data from the 2022 Minnesota 
Student Survey on Trading Sex and Exploitation 
among High School Students in the

Southeast Safe Harbor Region



Prevalence of Trading Sex 
among High School Students in 
Southeast Minnesota
Out of 107 participating schools 
in Southeast MN:
5,654 9th & 11th graders in 
37 high schools filled out the 
2022 survey*

 

*Notes: County-level datasets do not contain race and ethnicity of students. If the number of students was 
less than 5 for a particular response, response options were combined or not reported to safeguard student 
privacy.    

Presenter
Presentation Notes
Data for the Safe Harbor regions comes from a county-level Minnesota Student Survey dataset provided by the Minnesota Department of Health.   County-level datasets do not include race and ethnicity of students, unfortunately – so this slide deck does not present any prevalence data on sex trading for particular races and ethnicities.  In the slides that follow, if the number of students in this region was less than 5 for a particular data point, we combined students’ responses or did not report responses to protect their privacy.  



Prevalence by 
Location
1.3 % of youth who live in Southeast MN 
said yes to trading sex.  

The prevalence of sex trading is slightly 
higher among students attending high 
schools in towns (1.5%), than those in 
other locations. 

To receive specific county level 
information, follow this link:
https://public.education.mn.gov/MDEAn
alytics/DataTopic.jsp?TOPICID=11

Notes: These are National Center for Education Statistics school locale codes for the 
address of the school. City is a principal city inside an urbanized area. Suburb is 
outside a principal city and inside an urbanized town. Town is inside an urban cluster 
that is separate from an urbanized area.  Rural location is census-defined rural 
territory that is separate from an urbanized area and/or urban cluster.

Presenter
Presentation Notes
Among Southeast MN students who attend schools in rural areas, 1.1% reported trading sex. 

https://www.health.state.mn.us/data/mchs/surveys/mss/countytables.html
https://public.education.mn.gov/MDEAnalytics/DataTopic.jsp?TOPICID=11
https://public.education.mn.gov/MDEAnalytics/DataTopic.jsp?TOPICID=11


Prevalence by 
Gender 

Minnesota Student Survey data 
from Southeast MN indicate that 
cisgender boys have slightly higher 
rates of trading sex than cisgender 
girls.

Among students who identify as 
questioning or are unsure of their 
gender identity, 4.2% reported 
trading sex.  

Notes: “Cisgender” is a term for those whose gender identity aligns with their birth-
assigned sex.  “Transgender, gender diverse” describes individuals whose gender 
identity differs from social or cultural expectations of their birth-assigned sex. 



How to Talk with a Loved 
One About Sexual 

Violence 

T Thank them for telling you

A Ask how you can help 

L Listen without judgement

K Keep Supporting 

Presenter
Presentation Notes
https://www.rainn.org/sites/default/files/Toolkit_0.pdf
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Safe Harbor

Training:
Our staff are available to offer training specialized for professionals 
by discipline or to community groups.

Consultation:
Professionals working with sexually exploited youth or trafficking 
victims can contact our office for advice, referrals, and other 
assistance.

Case Management:
Our regional navigator is available to work directly with domestic 
minor sex trafficking victims in our 11-county area.

Outreach:
Our staff and volunteers are available to help with spreading word 
about sex trafficking, safe harbor, and services here in Southeastern 
Minnesota.

Community Groups:
To address sex trafficking, everyone needs to work together. Our 
staff are able to assist community members with organizing groups 
to locally raise awareness, advocate for resources, and provide 
education and prevention.

Prevention:
 Sex trafficking is preventable! Please visit our prevention page to 
learn more about the many effective prevention programs we offer.
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• NOT A NUMBER CURRICULUM: is an 
interactive, prevention curriculum developed 
by Love146. It is designed to teach youth 
how to protect themselves from human 
trafficking and exploitation through 
information, critical thinking, and skill 
development. The curriculum was developed 
for youth ages 12-18. Not a number is 
applicable backgrounds.

• CAREGIVER TRAINING: Participants will 
learn about safety planning with youth and 
resources available to support youth. 
Participants will develop a basic 
understanding of Human Trafficking, Sexual 
Exploitation, and vulnerabilities. 

Contact Victim Services to learn more 
about these opportunities! 



Contact Information
Andrea White

Safe Harbor Regional Navigator
Andrea.White@olmstedcounty.gov

Sarah Palmer
Violence Prevention & Volunteer 

Coordinator
sarah.palmer@olmstedcounty.gov

507-328-7072 Office mainline

Our crisis line is available 24/7​
24/7 Crisis Line: 507-289-0636

Email: 
victimservices@olmstedcounty.gov

Main Office: 507-328-7270

mailto:Andrea.White@olmstedcounty.gov
mailto:sarah.palmer@olmstedcounty.gov
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